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everything in moderation

INTRODUCTION

Working with colleagues in the public sector, there is an understandable level of
trepidation in getting involved online for fear of falling foul of numerous often unknown
laws relating to online media and community management.

This remains a relatively new area to most in government (as opposed to outside of
government) with the perception of complexity of legislation and the ramifications of
failing to meet regulatory requirements preventing many from engaging at all. This is
particularly true in areas such as safeguarding children online.

Those working in government looking to innovate in the area of digital media are crying
out for simplified support and guidance that enables them to stay the right side of the law

Dominic Campbell, FutureGov C  onsultancy

From Dominic Sparkes, MD of Tempero

As a modegition company, organisations call on us to protect them within environments that feature their
brand alongside usegenerated content, be it on their own blogs or forums, or on mass social networking
sites such as Facebook or YouTube.

As part of our seup LINR OSaa 6S dzy RSNI 1S | NR&]l FaasSaavSyd
RAAO2OSN) GKIFG Ylye 2NBFyAaldAz2ya FNByQild g NB 27
can be caused. Relief that Tempero will take elements of liabiltftly follows the initial worry, but the
NA&la R2y Qi 2yt @ coeNdethdoguBHd y I yOAIFf LISyl GASA

In recent years most organisations have gone from minimal digital marketing (not even email campaigns) to
rolling out full blown social media campaiywith elements of data capture, content hosting, and direct
marketing to consumers.

We believe that the current level of limited knowledge and -setfulation is only going to damage the
RAIAGFE AYRdZAGNR Qa NBLIzIF Gde2 K & FRA BSH d NBy t A9 2SR
social media.

The issues are varied and after more than ten years working in interactive environments, one of the areas
we are still most concerned about is protection for children online. Through our wenkonands like the

NSPCC and Disney UK, we see the vast scale of behind the scenes work required to ensure youth
communities are safe and productive environments.

C2NJ a2YS oOoN}XyRa AGQa | OFrasS 27F OdzidAy3a OBeNy SNA X

responsibilities and requirements under confusing and outdated laws. This guide aims to break down some
barriers and distil the wealth of available information into one easy to comprehend suite of usefulness!
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everything in moderation

TO MODERATE OR NOT TO MODERATE?

Last year alone we resourced theequivgf i 2F 2@SNJ mn &@SEFNBE Ay Y2RSNI (A:
FRZ20FGS LINRPFSadaArzylf YFylF3aSySyid 2F 02YYdzyAdAiSao
there may be greater liability associated with moderated environments as the ope@dsumes
NBalLl2yairAoAftAde FT2NJ O2yGSyld 6KAOK | LIIJSEFNB 2y | &Ad

Companies have the tough decision of deciding what they consider are acceptable levels of risk to their
organisation and what levels of damagetheir reputation could result from legal action and the resulting
media fallout from operating within social media. Carrying out some level of moderation would generally
seem the sensible route to avoid issues.

For those not moderating, providing waie report the content to site owners is vitabut unfortunatel;\/
$SQNBE aSSAy3a Ylye aArisSa FyR 3INRdzJa LIR22NIe& SESOdziA
alert inappropriate content. Even worse, is the speed at which reported content is thiken- if at all

NI

CKA& A& 6Keé 6SQONB &aSSAy3a (KS I2FSNYYSyld asSitday3a d
I2GSNYYSyld F2NJ NBLRZNIAYy3I GSNNBNRaY>X o0SAy3a SEGSy
against material thatthef A Y R 2FFSyaArA @Sy S@Sy AT Al Aa y20 Aff

Uy A«
IEEEE daly

5S4LAGS GKS YAa02yOSLIiA2y GKIG Y2RSNI GA 2ufwaktéd 2 dza
content, moderationis a skill; requiring trained moderators to understédd OK o6 NI} Y RQ& | OOS LJi
risk, complex legal concepts, suspicious behaviour (such as grooming) and how to manage a community.

When preparing to engage in UGC, expect the unexpected and be as comprehensive as

you can in drawing up your moderation policies. Someone will always do something you
haven't thought of! Have extensive guidelines in place and monitor closely, yet try also to
be as light a touch as possible is the key to creating an active, vibrant and lively
community. And remember your guidelines are not a stat ic document - review and react.

Once you've established a community, you should also give power to users to fla g up
unacceptable content and take control of their area as your active community members
are the ones best placed to guide you on what is and what's not acceptable.

John Robinson , NHS Choices
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JURISDICTION

This is a tough one, but the general rule is that any jurisdiction which has a clear
connection to the di spute will hear a case. Therefore, publishers and editors can't expect

to hide behind a server hosting overseas if they are personally located in the UK.
Furthermore, the Digital Economy Bill contains a draft provision which, if passed, would

allow the Sec retary of State to order ISPs to block access to any website, where ver it is
hosted or controlled.

Danvers Baill ieu ¥

The internet is in effect a new territory, crossing physical and political boundaries. Jurisdiction is therefore
problematic, particularly when laws in different countries are in conflict with each other. It affects all the items
discussd inthis guide.

Definition

GThe geographical region in which a law can be enfoéced.

The Law
The United Kingdom is divided into three legmisdictions

English law English law has jurisdictioaver England and Wales

Scotland has retagd a different legal system from England and Wales bt

Scots law effected by European Law and the ECHR

Northern Irelandhas had its own legal system since its creation as a sep

Northern Ireland law country within the United Kingdom

European Union law Has drect effect overall EU member states

We stay upa t ni ght so @ dampetobtd ZD10/ Fagesoe48t o
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In The News

-guardian.co.uk

US games company sues British blogger

The US based online game company Evony is suing a British
blogger for defamation

A US Games company is currently suing
British blogger in the Australian courts.

Bobhbie Johnson
guardian.co.uk, Friday 11 December 2008 17.04 GWMT If
Aticle history

successful the case will hav
repercussions on hovlaw applies to the
In an internet defamation case that lawyers say could set an social web around the world?

"extraordinary precedent”, an American games company s suing a
British blogger in the Australian courts

Ewvony, an online games company registered in the US state of Delaware,
15 suing Coventry-hased blogger Bruce Everiss for libel over a series of
allegations made an his wehsite. In a bizarre twist, howewer, Evony has
decided not ta pursue its case in Britain or America, but 10,000 miles
away.

A hearing in Sydney on Monday will determine whether or not the
supreme court of Mew South YWales has jurisdiction — with the potential to
set a precedent for the way defamation laws are applied to the anline
world

The National Portrait Gallery in London i
taking legal acton against a US user whc
copied pictures of paintings from their
website and uploaded them to US site
Wikimedia.

The defendant argues UK copyright law

not applicable™

Iy OETR & LOG N/ Greals accourm
user page dizcussion et history wallery arphans Lrtagoed

. User:Dcoetzee/NPG legal threat

= UserDeoetzee

Below is a letter | received from legal representatives of the Mational Portrait Gallery, London, on Friday, July 10, regarding images of public domain paintings in Category:Mational
WIKIMEDIA ) ; h ) h I A
COMMONS Fortrait Gallery, London and threatening direct legal action under UK law. The letter is reproduced here to enable public discourse on the issue. For a list of sites discussing this

N event see UserDooetzee/MNPG legal threat/Coverage
ware

Update: | arm now being represented in this matter pro bono by Fred von Lohmann &7, a senior intellectual property attomey for the Electronic Frontier Foundation &2,

Go Search = Coverage and discussion of this ewent

= Iy attomey's response to this letter B

wigation
Some other relevant resources:
Wiain Page
Welcome = Nlational Portrait Gallery site &, National Portrait Gallery (Landon) on Wikipedia
Cammurity portal = Farter & Co site @
Village pump = Btidgernan A Library v Corel Corp. on Wikipedia
wticipate = "Public Domain At in an Age of Easier Mechanical Reproducibility &, by Kenneth Hamma, Executive Director for Digital Policy, J. Paul Getty Trust
Upload file = "Archives or Assets? &, Peter B. Hirdle, President of the Society of American Archivists
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What You Need To Know

+ You cannot protect yourself in all jurisdictions
+ Generally speaking, each country's courts will decide whether they want to hear a case

+ If a website can baccessed within a particular country, anything uploaded to or downloaded from that
website is subject to the country's laws, even if the website is hosted, run and owned elsewhere

+ Defamation cases can be brought in every country in which the libel wassatte

+ The standards for proving libel in the UK are significantly lower than in the US, leadingttis Wwhown
as 'libel touism'’

Recommendations
V State the jurisdiction in your Terms & Conditiarisave a 'Choice d¢f I ¢ 4 2 NJ

aD
Jurigict2 y ¢ Of  dzaSo® |, 2dz Oly +faz2 adalas K)\O
be the sameaas the country for jurisdiction

2O0SNYAyYy3I |
K O2dzy i NB

V  Be sensitive to the range of different social norms and legal frameworks for users across the world

Further Readig

References

1 Danvers Baiktu, Winston & Strawn, Feb 2010

2 BJohnso{ { DI YS& /2YLJl ye Htgz@ivw.gubidlian Eosuk/techrioldgy/ZD8IMIEC/11/evopsuesbritish-blogger 11 Dec
2009

3 2 A | A Y Briécting the public domain and sharing our cultural heriédép://blog.wikimedia.org/2@09/07/16/protecting-the-public-
domainand-sharingour-culturatheritage/ 16 Jul 2009
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Contempt of Court

There are things we ca n do 0 it's already happening. We are taking down names and
addresses from the internet , and we are working with service providers. People may think
they can get away with breaching court orders, but | would say to those people: | wouldn't

want to mess around if | were them.

Baroness Scotland ™M

/ 2dzNI 2NRSNBR N5 2FdSy Llablished/whithfcould opass a f&infrialdaiiBlsoYo: (0 S NA | §
protect the identities othose involved in legal proceedings.

Online conversations around legal proceedings can frequently, and often innocently, veer towards being in contempt.
Recently though@ame community users are intentionally trying to use the ease of social media tipainid share
AYVF2NNYEGA2Y (2 LidzNlJvién&sked irc00@ hrotifd tHe By Ratdal YSQ | &

Definition

@ KSYy | O2dz2NIliQa FdziK2NAGe Aa y20 dzLJKSt RX & dzOK
O2y GSYLIi 2F O2dzNI ¢

The Law

Contempt of ourt applies equally to content published by professional writers and the general pAblic.
precedent has been set that ISPs are protected if unaware of content in contempt, this would likely extend
to site owners and editors.

There are two forms of contempt of court:

1. Satutory contempt of court criminalises the publication of mater
Contempt of Court Act which creates a risk that the course of justice would be seriooghgded
198114 or prejudiced;

2. Common law contempt targets any other action which is intended
interfere with justice or imminent court proceedings.

Electronic Commerce (EC
Directive) Regulations
2002

Lack of knowledge of the content that is breaching a court order would pr¢
ISPs.

We stay upa t ni ght so @ dampetobtd ZD10/ Fage8/0e48t o


http://www.allfacebook.com/2009/02/facebook-privacy/
http://conventions.coe.int/treaty/en/Treaties/Html/005.htm
http://conventions.coe.int/treaty/en/Treaties/Html/005.htm

UGC and theaw

In The News

INDEPENDENT

Internet hate campaign that made a mockery of the
High Court

Robert Yerkaik, Law Editor, on the lessons for the legal system

Tuesday, 11 August 2009 = SHARE & FRINT EhdAIL

Foremost among the grounds of appeal being
sketched out by lawyers representing the
killers of Baby Peter will be the claim that
prejudicial coverage on the internet denied
their clients a fair trial.

Photos of Baby P's attackers
5 members

Irkerest - Heakth & Welbsing
1 mare member, 1 Wall post
Description

&t the time of the prosecutions last year,
websites were ahlaze with abusive speculation
concerning the identity and motives of those
accused of such a monstrous crime.

How tha killers were identifiad on 3 Facebook page
(=] ENLARGE

In one example, online vigilantes using a social netwaorking site began a campaign calling for
violent retribution. & Facebook group was given the name: "Death is too good far Tracey

Connelly, torture the bitch that killed Baby P". another, which also carried the mother's name,
demanded "Baby P killers should be hanged Drawn and Quartered".

B

B

Throughout the Baby P
groups used social networking
sites, like Facebook, to blatantly
break court orders.

trial

This and other similar incident:
hawe highlighted the struggle to
enforce the Contempt of Court Ac
1981 in a new media worl§!

[& NEWS

Net firm wins Bulger
ruling

In 2001 ISP Demon Internet suasfully
argued they could not be held in contempt
for protected information posted on its web
pages in relation to the James Bulger case.

Previously Demon had been the first ISP stL
for libel for being too slow to remove
defamatory comments posted in dat room
after being contacted by the complainaﬁ'ﬂ.

Pl . et :
\} Name fogsnr

An open-ended injunction protects Venables' and
Thompson's identities

An internet service provider {ISP) has won
protection from being punished if its users
breach the injunction protecting the new
identities of the Bulger killers.

Demon Internet went to the High Court to
argue that it would be unfair if ISPs were
automatically found to be in contempt, even if
they were unable to prevent the disclosure of
banned material.

Westayupat ni ght so

@ dampetobtd ZD10/ Faged/oe48 t o


http://www.guardian.co.uk/technology/2009/nov/13/wikipedia-sued-privacy-claim
http://www.guardian.co.uk/technology/2009/nov/13/wikipedia-sued-privacy-claim

everything in moderation

What You Need To Know

+ Contempt of Court is considered a serious offence, but lack of knowleggears to be a rokst
defense

+ Publishers, and everyone elsesitved in publication, @uld in theory be held resposible for content
published

+ Even linking to foreign sites which break UK laws could count as contempt
+ You must respond to a takdown order in a timely fashion

Recommendations

V Ensure your takelown procedures are fast and effective
V Review your procedures regularly to stay in line with technological developments

V Stay up to date with what orders are in place, particularly around-pigffile or controversial cases

Further Reading

References

1 . I NepySaa {O2GtlyR AyiGSNWA S Istheinterndl deSroydglliribRA 'y RdzNAY3I . o6& t GNRIE
http://www.guardian.co.uk/uk/2010/jan/26/uriesinternet-justice 26 Jan 2010

2 Contempt of Court Act 198ittp://www.opsi.gov.uk/RevisedStatutes/Acts/ukpga/1981/cukpga 19810049 en_2
3 Electronic Commerce (Eirective) Regulations 2002tp://www.uk -legislation.hmso.gov.uk/si/si2002/20022013.htm

4 w £SNIIFA]l aLydSNYySaG KIFdGS OF YLI AhEpliwivkindépendeantRSuk/hewsi&/bin@duls/intrifet § KS KA I K
hate-campaignrthat-made-a-mockeryof-the-high-court-1770269.htm) 11 Aug 2009

5 abSd FTANY ¢ A btta/nevdzbbd.CoNk/INitimk/34§2325.stml0 Jul 2001
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EMPLOYEE USE OF SOCIAL MEDIA

As a responsible business, you should protect yourself by having clear internal policies

and procedures for dealing with UGC. You wouldn't ask your staff to operate heavy
machinery without the right safety equipment and training. The same should apply to use
of int eractive internet technologies.

Danvers Baill ieu M

Unfortunately the use of social media such as mesdagards, Fad®ok, as \ell as a raft of other social

media tools has been received with some negativity by employers and a large proportion of companies are
laying down strict policy on the use of such medi@ne going as far dmnningpersonaluse in the

workplace.

It is important that employers develop or update existing IT policies to state that any
comments p osted by an employee either in work or outside of work which is considered
detrimental to the Company, its employees or clients and which are not consistent with
their terms and conditions of employment could lead to dismissal and outline what is
reasonabl e and expected of an employee and their use of such social media.

Debbie Towersey 2!

With many adopting social media programmes thoutjtere is an increased risk of employesidentally
violating employment terms, like céidentiality, as they familiase themselves witlhow best to use social
technologiesn the work context.

With many sodi £ YSRALF YIFN] SdAy3a YvYAradrk{1Sa FrLttAy3a dzy RSN
regulations we may see more former employees bringing cases of Unfair Dismissal against employers who
blame individuals rather than internal strategy for embarras€@ N1J2 NI 4§ S Ay OARSyGao al
of a workable and relevant social media policy could also increase disputes over whal ¥ &y Q
appropriate employee usage of social media.

hT &ALISOAIE YSydAazy Aa YIye SYLX derdaBbrieved bvkréedzNB

interactive online environments for young people since a recent law change at the end of 2009. [This is
discussed in more detail in the section Child Protection]
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In The News

A severe breach of rules leaves Vodafone red faced
and left to apologise on Twitter.

Thig aftemoan Yodatone UK sent an exdrermely wulgar
tweet to its followers that has left the company

embartasged and lef with 2 ot of apologising to do.
The tweet has now been deleted but can be seen in

the screenshot helow,

Its been confirmed that the account was not hacked VOdO fone

hut rather 2 (possibly disgruntled) employee that
thought itwould be funny or spiteful to do get on Twitter

and spit out offensive language that would ensure Vodafone was [eftto do the apologising

‘vedatone

VodafoneUK is fed up of dirty homo's and is going after beaver

everything in moderation

Vodafone UK shocked everyone b

sending out an offensive Tweet ir

o e February 2010.

BB Feonary 5, 2010

- Toveet This The company confirmed their
e e account was not hacked andhe
15 EI3 tweet was sent by a staff nmeber

12 who was later suspendeéﬂ

In June 2009 the HabitatUK twitter feec
FSIEGdzZNBR  LJ2 Lidztpbsted witli
unrelated promotional tweets to increase
their likelihood of being sen alongside
conversations like #lranelection and #Apple

Habitat publicallyapologized saying the tweet:
were not approved by the team and were th

workofl y 42 @S NI Sy i.Kldza A |

We stay upa t

Telegraph.co.uk

Habitat apologises for Twitter ‘hashtag spany

The fumiture giant has been forced to apologise after using the Iran election to help

publicise money-saving discounts at its stores.

By Claudine Beaumont
Published: 10:27 A BST 24 Jun 2002

Thetearm behind the HabitatUK Twitter accountwere adding keywords,
known as hashtags, to their tweets, in orderto ensure the company's
messages appeared on the list of hot"trending topics” anthe microblogging
service. Twitter members use hashtags to help them narrow their searches
to find out what matters are being discussed by ather Twitter users.

Among the hashtags erroneously used by Habitat were manyrelated to the
Iranian protests, including #Mous avi and Rlranelection, as well as #iPhone
and #84pple in the wake of Apple's new iPhone 3G3 launch last Friday
Habitatl/l has since deleted the offending messages from its Twitter
account, but many can still be viewed wia Twitter's search function.

ni ght so ® @ampetobtd 2010/ Fagel? ef 48 o
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What You Need To Know

A companywill normally be held responsible for content posted by an employee
Copyright in anything created by an employee during their work normally belongs to the employer

Moderators and other employees should not normally be able to access or view persongidatady
users on your website

If you employ moderators to monitor children's interactive websites they have to be registered with
the Independent Safeguarding Authority

Employees should not use their moderator identity outside of working hours

Recommendabns

Vv

\Y,

Vv

Restricting all social media accéssnore likely taesult in employees never learning how best to use
social networks and technologies

Ly 3SYySNrftszx gKAES Ad YAIKOG 06S | RGFHyGl3S2dza G2
profile, separate work and personal accounts may avoid problems further down the road

Employeesising or overseeing any interactivity technologs&suldhave basic legal training

Further Reading

Useful Links

NMK: Rough Guide to social media and the taw
http://www.nmk.co.uk/articles/1040

Out-Law.com:
Internet and email policiebttp://www.out -law.com/page458
Staff and their personal blodmtp://www.out -law.com/page7840

References

Danvers Baiktu, Winston & Strawn, Feb 2010

Debbie Towersey, HR2HR Solutions Ltd, Feb 2010

Zeed! aSOSNB oNBIFOK 2F NHzZ S&a Sl gSa & & RipAeneS8webBR/ukROIGERMS/vodABne f S F
ukstweets-awful-languageembarrassineapologies/s Feb 2010

I . Skdzy2yid al MGG diA 0 L8N 2EEGH T aph. toluRftéchnology/twitter/5621970/Habitatipologisesor-
Twitter-hashtagspam.html24 Jun 209
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ONLINE PRIVACY

everything in moderation

Every day | receive an email from somebody about how their a ccount was hacked , how a
friend tagged them in the photo and they want a way to avoid it as well as a number of
other complications related to their privacv on Facebook

Ni ck o&h

Personal information is one of the most valuable currencies on the net, but the ease of transmission of this
information can make it very easy for users and service providers to violate privacy rights. Regulators are
struggling to cath up with the realities online

Data protection and how that data can be used in electronic communications is regulated in the form of the
Data Protection Act and the Privacy and Electronic Communications Regulations 2003. But growing

concerns around oie privacy are predomantly related to the unauthosed publishing of information by

malicious, or even uaware, social media users.

Definition

dThe right of the individual to be protected against intrusion into his personal life or affairs, or
2T KA&a TFlLYAfE&ST 08 RANBOUG LKe2aAOl ¢

thosS

Law and guidance
Privacy does not have specific protection in UK lawt privacy is protected in a number of ways.

European Convention on
Human Rights?

Privacy and Electronic
Communications
Regulations 2003’

o~
N N
< <
> N

W5 dzii &

PES

(0p))
K'_‘

2T

o~

(RS
Q

32y

The UK adheres to Article 8 of the ECHR, which protects privacy rok
However, the Human Rights Act 1998 only binds public bodies, and not indivi
so there still is no general right to protémh from invasion of privacy by othe
individuals in society

The Directive on Privacy and Electm@iommunications requires Member Stat
to ensure confidentiality of the communications and related traffic data
prohibiting unlawful interception and surveillance

This common law right has been established in the English courts in relati
obtaining or publishing unauth®@® R A Y F2NXI GA 2y 62 NJ L
2F O2yTFTARSYyOSQ SEArAaGa®

Aside from the obvious applications in Law, Health Services, and contrac
privacy can be protected by fair and reasonable expectation that information
obtained confidentially. This confidemavould be breached via unauthised use
of that information, to the detriment, of the ownesr subject of that information
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In The News

-guardian.co.uk

Wikipedia sued by German killers in
privacy claim

Twio men claim that article on onling encyclopaedia Wikipedia
infringes their right to privacy

Charles Arthur
guardian.co.uk, Friday 13 Movernber 2008 15,23 GMWT
Adicle history

Two German men who killed an actor in 1890 are suing the charity

behind the online encyclopaedia Wikipedia, claiming that its inclusion of

detail of their crimes infringes their right to privacy.

The case has become an instant online cause celebre — with one lawyer

saying that the integrity of history itself is at stake — because it ranges
the US's First Amendment, which guarantees freedom of speech, against

German privacy and criminal laws, which dictate that after a certain

period @ crime is "spent” and cannot be referred to. The UK has similar

rules on the reporting of [BSSer crimes.

Facebook are continually pushing the

boundaries regarding user's privacy.

They are currently defending several claims
the US on privacy violationd!

Westayupat ni ght
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everything in moderation

Two Germans convicted of murder ir
1990 attempted to sue Wikipedia for
invading privacy by publishing their
names.

The law in Germany upheld their complail
but the US has much stronger supports f
Freedom of Speechrendering German
privacy laws effectively meaningleé%.

Privacy no longer a social norm, says
Facebook founder
Boblwe Johnson, _as VEJas

guardian.co uk, Monday 14 Januarg 204 001 58 GMT
Aicle nistory

Prople fizse et
Faceaook founder Mark Zuckesbere Pholcgraph Edc RisbergiaP

irne more cornfordsale shiaring prvate information anling, 5ays

The rise of soc al netaorkiag onling m2ans that peoole no longer have
an expectation of prvacy, accoraing 0 Facebook founder Mark
Zuckerberg.

Tallkng at the Crunchie awsrds in San Francisco this weekend, the
268307 chIET BxeCUtE 0f 1= wosld's most anpLIAr SOTIE! NENrE
said thal privacy vwas no longer a "sccial neem®.

*Pecole have really gotten corrfortable not only sharng more irformation
anc cifferent kinds, but mors ooenly and with more peaple,* he said
*That social norm 15 Just something that has evoved over time *

Zuckarhern sa that e ns= of sona media reflectsd changing attmodes
ameong orcinary peope, acding that this radical change hzs hapoened in
|UST A t=w wears
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What You Need To Know

+ Specific laws to protect privacyearare in the UK and elsewhere. New laws such as the European
Convention on Human Rights are changing this, but this piecemeal progress means UGC providers are
at risk of becoming a test case in the UK or abroad Jaesdictioi

+ Publishing informationigh as real names, addresses, relationships and private messageask areas

+ There are moves to shift power and protections back to the users, including an idea to develop a
standardPrivacy Commonasquivalent to the Creativ€ommons system already in use

+ Privacy violations are tréed seriously by the courts, if found guilfyenalties can be heavy

+ The Privacy Paradox is where peogdg they are concerned about privacy but then give information to
sites like Facebook. This does not however, remove responsibitiiesthie service provider

+ However, under the EU Directive on Electronic Commerce, companies that cache or host user
information, and companies that serve as a "mere conduit," have broad immunity from prosecuti
over usergenerated material

Recommendations

Provide clear guidance and 'rules of play' to discourage privacy violations by users
Ensure staff are aware of the issue

Remove contentious content as soon as you can

< < < <

Keep an eye on the news for changes in the law

Further Reading

Your Privacy
A UK site offering its readers advice about thegrdl rights
http://www.yourprivacy.co.uk/HumanRightsYourRightsToPrivacy.htmi

Liberty ¢ Your Rights

Liberty is an independent human rights organisation which works to defend and extend rights and freedoms in
England and Waleghis site is theionline guide to human rights law in England and Wales

http://www.yourrights.org.uk
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DATA PROTECTION

Although heavily regulated, there has not been much in the way of practical guidance for
those companies who are collecting data online. However, the Information Commissioner

is currently consulting on a new code of practice in this area - the first related to the
internet in ten years, since the issue of cookies was examined!"

Danvers Baillieu ©

While grivacy laws are patchy and unclear, the Data Protection Act 1998 (DPA) is robust, and reinforced by
EU directives and human rights legislation. Criminal as well as civil charges can be made if you break Data
Protection Laws.

The Privacy and Electronior@munications Regulations set out rules for people who wish to send you
electronic direct marketing, for example, email and text messages. The Information Commissioner's Office
provides information on UK Racy Guidelines and Regulation.

Definition
dPesonal data is any recorded information about a living individual that can be identified from
that data and other informatiofp ¢

Law and guidance

Both the UK and European Union have clear regulation in the area of collection and use of personal data.

‘ Relevant laws are many but the principle one is the Data Protection Act 19¢

Data Pr ion Act 1 . . S . : |

[Z]ata sz diae i contains eight Principles which Data Controllersy(are storirg personal data
must adhere to

Privacy and Electronic
Communications(EC
Directive)Regulations
2003 ¥

The Directivgprovides guidance orhe sending of unsolicited direct marketing
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DW-WORLD.DE

EDUCATION | 05.08.2007
German Teachers Irked By Students' ©Online Evaluation

A Web site that allows students to grade their
teachers has heen criticized by those who feel they're
being treated unfairly. The site's creators say
educators shouldn't complain as they're getting pretty
good grades.

[T .
German teachers now face a
room of potential evaluators

The times are past when it was only schoolchildren whose stomachs churned before they
got their grades.

Mow teachers in Germany are being graded by their pupils.

Many teachers are vehemently opposed to it. They are not so much afraid of how they are
evaluated, but rather upset hecause the results are then posted on the Internet — and
accessible to millions of Internet users,

More than 150,000 users have so far registered on the Web site Spickmich.de and over
the past four months alone they have posted their evaluations of a good 100,000
teachers, according to the Weh site's creators, who have already had to defend their
creation in court,

Judges in Cologne, however, ruled in late June that grading teachers on the Internet is
covered under the basic right to free expression.

The verdict rejected a suit filed by a secondary-school teacher who felt that data
protection rules concerning her had been violated by the Web site,

¢ K
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The event encouraged greater awarene
and responsibility for the puldhing of
your own data online®
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In 2007 Judges in Cologne, German
rejected a suit filed by a secondaischool
teacher who felt her data protection rights
were being violated by an online reviews
site.

It was rejected on the grounds thafrading
teachers on the Internet is ceved under

the basic right to free expressio[ﬁ]
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