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 Dominic Campbell, FutureGov C onsultancy  

 

ò 

Working with colleagues in the public sector, there is an understandable level of 
trepidation in getting involved online for fear of falling foul of numerous often unknown 
laws relating to online media and community management.  
 
This remains a relatively new area to most in government (as opposed to outside of 
government) with the perception of complexity of legislation and the ramifications of 
failing to meet regulatory requirements preventing many from engaging at all. This is 
particularly true in areas such as safeguarding children online.  
 
Those working in government looking to innovate in the area of digital media are crying 
out for simplified support and guidance that enables them to  stay the right side of the law . 

ó 

 
 

 

INTRODUCTION 

 

From Dominic Sparkes, MD of Tempero 
 
As a moderation company, organisations call on us to protect them within environments that feature their 
brand alongside user-generated content, be it on their own blogs or forums, or on mass social networking 
sites such as Facebook or YouTube. 
 
As part of our set-up ǇǊƻŎŜǎǎ ǿŜ ǳƴŘŜǊǘŀƪŜ ŀ Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘ ŦƻǊ ŜŀŎƘ ǇǊƻƧŜŎǘΣ ŀƴŘ ƛǘΩǎ ƘŜǊŜ ǿŜ ƻŦǘŜƴ 
ŘƛǎŎƻǾŜǊ ǘƘŀǘ Ƴŀƴȅ ƻǊƎŀƴƛǎŀǘƛƻƴǎ ŀǊŜƴΩǘ ŀǿŀǊŜ ƻŦ ǘƘŜ ǾŀǊƛƻǳǎ ƭŜƎŀƭ Ǌƛǎƪǎ ŀƴŘ ŀǊŜ ǎƘƻŎƪŜŘ ƻŦ ǘƘŜ ŘŀƳŀƎŜ ǘƘŀǘ 
can be caused.  Relief that Tempero will take elements of liability swiftly follows the initial worry, but the 
Ǌƛǎƪǎ ŘƻƴΩǘ ƻƴƭȅ ōǊƛƴƎ ŦƛƴŀƴŎƛŀƭ ǇŜƴŀƭǘƛŜǎ ς hence this guide. 
 
In recent years most organisations have gone from minimal digital marketing (not even email campaigns) to 
rolling out full blown social media campaigns with elements of data capture, content hosting, and direct 
marketing to consumers. 
 
We believe that the current level of limited knowledge and self-regulation is only going to damage the 
ŘƛƎƛǘŀƭ ƛƴŘǳǎǘǊȅΩǎ ǊŜǇǳǘŀǘƛƻƴ ŀƴŘ ǿŜ ŀǊŜ ƭƛƪŜƭȅ ǘƻ ǎŜŜ ŀ ǊŀŦǘ ƻŦ ǘƻǳƎƘ ƭŜƎƛǎƭŀǘƛƻƴ ƛƳǇƻǎŜŘ ƛŦ ǿŜ ŘƻƴΩǘ ŎƭŜŀƴ ǳǇ 
social media.   
 
The issues are varied and after more than ten years working in interactive environments, one of the areas 
we are still most concerned about is protection for children online.  Through our work with brands like the 
NSPCC and Disney UK, we see the vast scale of behind the scenes work required to ensure youth 
communities are safe and productive environments. 
 
CƻǊ ǎƻƳŜ ōǊŀƴŘǎ ƛǘΩǎ ŀ ŎŀǎŜ ƻŦ ŎǳǘǘƛƴƎ ŎƻǊƴŜǊǎΣ ōǳǘ Ƴƻǎǘ ŀǊŜ ǎƛƳǇƭȅ ǎǘǊǳƎƎƭƛƴƎ ǘƻ ǳƴŘŜǊǎǘŀƴŘ their 
responsibilities and requirements under confusing and outdated laws.  This guide aims to break down some 
barriers and distil the wealth of available information into one easy to comprehend suite of usefulness! 
 



UGC and the law  
 

We stay up at night so you donõt have to © Tempero Ltd 2010 / Page 4 of 48 

 

 

 John  Robinson , NHS Choices  

 

ò 

When preparing to engage in UGC, expect the unexpected and be as comprehensive as 
you can in drawing up your moderation policies. Someone will always do something you 
haven't thought of! Have extensive guidelines in place and monitor closely, yet try also  to 
be as light a touch as possible is the key to creating an active, vibrant and lively 
community. And remember your guidelines are not a stat ic document - review and react.  
  
Once you've established a community, you should also give power to users to fla g up 
unacceptable content and take control of their area as your active community members 
are the ones best placed to guide you on what is and what's not acceptable.  

ó 

 
 

 

TO MODERATE OR NOT TO MODERATE?  
  
Last year alone we resourced the equivalŜƴǘ ƻŦ ƻǾŜǊ мп ȅŜŀǊǎ ƛƴ ƳƻŘŜǊŀǘƛƻƴ ƘƻǳǊǎ ǎƻ ȅƻǳΩŘ ǘƘƛƴƪ ǿŜ ŀƭǿŀȅǎ 
ŀŘǾƻŎŀǘŜ ǇǊƻŦŜǎǎƛƻƴŀƭ ƳŀƴŀƎŜƳŜƴǘ ƻŦ ŎƻƳƳǳƴƛǘƛŜǎΦ  !ŎǘǳŀƭƭȅΣ ǘƘŀǘΩǎ ƴƻǘ ŀƭǿŀȅǎ ǘƘŜ ŎŀǎŜΣ ŀƴŘ ƛǊƻƴƛŎŀƭƭȅΣ 
there may be greater liability associated with moderated environments as the operator assumes 
ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ŦƻǊ ŎƻƴǘŜƴǘ ǿƘƛŎƘ ŀǇǇŜŀǊǎ ƻƴ ŀ ǎƛǘŜ ǘƘŀǘΩǎ ƘƻǎǘŜŘΣ ƻǊ ŜǾŜƴ ŜŘƛǘƻǊƛŀƭƭȅ ŀǇǇǊƻǾŜŘ ōȅ ǘƘŜƳΦ 
 
Companies have the tough decision of deciding what they consider are acceptable levels of risk to their 
organisation and what levels of damage to their reputation could result from legal action and the resulting 
media fallout from operating within social media.   Carrying out some level of moderation would generally 
seem the sensible route to avoid issues. 
 
For those not moderating, providing ways to report the content to site owners is vital, but unfortunately 
ǿŜΩǊŜ ǎŜŜƛƴƎ Ƴŀƴȅ ǎƛǘŜǎ ŀƴŘ ƎǊƻǳǇǎ ǇƻƻǊƭȅ ŜȄŜŎǳǘƛƴƎ ŀƴȅ ƳŜŀƴǎ ƻŦ ǿƘƛŎƘ ǳǎŜǊǎ όŀƴŘ ŜǾŜƴ ǘƘŜ ǇƻƭƛŎŜύ Ŏŀƴ 
alert inappropriate content. Even worse, is the speed at which reported content is taken down - if at all. 
 
¢Ƙƛǎ ƛǎ ǿƘȅ ǿŜΩǊŜ ǎŜŜƛƴƎ ǘƘŜ ƎƻǾŜǊƴƳŜƴǘ ǎŜǘǘƛƴƎ ǳǇ ƴŜǿ ǊŜǇƻǊǘƛƴƎ ǇǊƻŎŜŘǳǊŜǎΣ ǎǳŎƘ ŀǎ ǘƘŜ 5ƛǊŜŎǘƎƻǾ ǇƻǊǘŀƭ 
ƎƻǾŜǊƴƳŜƴǘ ŦƻǊ ǊŜǇƻǊǘƛƴƎ ǘŜǊǊƻǊƛǎƳΣ ōŜƛƴƎ ŜȄǘŜƴŘŜŘ ŀǎ ŀ ǇƭŀŎŜ ŦƻǊ ǘƘŜ ǇǳōƭƛŎ ǘƻ ƳŀƪŜ άŀ ŎƛǾƛŎ ŎƘŀƭƭŜƴƎŜ 
against material that they ŦƛƴŘ ƻŦŦŜƴǎƛǾŜΣ ŜǾŜƴ ƛŦ ƛǘ ƛǎ ƴƻǘ ƛƭƭŜƎŀƭέ ǿƘƛƭŜ ƭŜƎƛǎƭŀǘƛƻƴ ŎŀǘŎƘŜǎ ǳǇΦ 
 
5ŜǎǇƛǘŜ ǘƘŜ ƳƛǎŎƻƴŎŜǇǘƛƻƴ ǘƘŀǘ ƳƻŘŜǊŀǘƛƻƴ ƛǎ Ƨǳǎǘ άǇƻƛƴǘ ŀƴŘ ŘŜƭŜǘŜέ ŜǾŜǊȅ ŦŜǿ Řŀȅǎ ǘƻ ŎƭŜŀǊ ƻǳǘ unwanted 
content, moderation is a skill; requiring trained moderators to understand ŜŀŎƘ ōǊŀƴŘΩǎ ŀŎŎŜǇǘŀōƭŜ ƭŜǾŜƭǎ ƻŦ 
risk, complex legal concepts, suspicious behaviour (such as grooming) and how to manage a community. 
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Danvers Baill ieu [1]  

 

ò 

This is a tough one, but the general rule is that any jurisdiction which has a clear 
connection to the di spute will hear a case. Therefore, publishers and editors can't expect 
to hide behind a server hosting overseas if they are personally located in the UK. 
Furthermore, the Digital Economy Bill contains a draft provision which, if passed, would 
allow the Sec retary of State to order ISPs to block access to any website, where ver it is 
hosted or controlled.  

ó 

 
 

 

 

 JURISDICTION 

 
 
The internet is in effect a new territory, crossing physical and political boundaries. Jurisdiction is therefore 
problematic, particularly when laws in different countries are in conflict with each other. It affects all the items 
discussed in this guide. 

 

Definition 
 
 

άThe geographical region in which a law can be enforced.έ 
 

The Law 
The United Kingdom is divided into three legal jurisdictions. 
 

English law English law has jurisdiction over England and Wales. 

Scots law 
Scotland has retained a different legal system from England and Wales but is 
effected by European Law and the ECHR. 

Northern Ireland law 
Northern Ireland has had its own legal system since its creation as a separate 
country within the United Kingdom. 

European Union law Has direct effect over all EU member states. 

http://www.allfacebook.com/2009/02/facebook-privacy/
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In The News 
  
  
  
 
 

 
      

A US Games company is currently suing a 
British blogger in the Australian courts. 
 
If successful the case will have 
repercussions on how law applies to the 

social web around the world. [2]
 

The National Portrait Gallery in London is 
taking legal action against a US user who 
copied pictures of paintings from their 
website and uploaded them to US site 
Wikimedia.  
 

The defendant argues UK copyright law is 

not applicable. [3] 

http://www.guardian.co.uk/technology/2009/nov/13/wikipedia-sued-privacy-claim
http://www.guardian.co.uk/technology/2009/nov/13/wikipedia-sued-privacy-claim
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What You Need To Know 
 
÷ You cannot protect yourself in all jurisdictions 

÷ Generally speaking, each country's courts will decide whether they want to hear a case 

÷ If a website can be accessed within a particular country, anything uploaded to or downloaded from that 
website is subject to the country's laws, even if the website is hosted, run and owned elsewhere 

÷ Defamation cases can be brought in every country in which the libel was accessed 

÷ The standards for proving libel in the UK are significantly lower than in the US, leading to what is known 
as 'libel tourism' 

Recommendations 

V State the jurisdiction in your Terms & Conditions ς have a 'Choice of [ŀǿϥ ƻǊ άDƻǾŜǊƴƛƴƎ [ŀǿ ŀƴŘ 
Jurisdictiƻƴέ ŎƭŀǳǎŜΦ ¸ƻǳ Ŏŀƴ ŀƭǎƻ ǎǘŀǘŜ ǿƘƛŎƘ ŎƻǳƴǘǊȅϥǎ ƭŀǿ ǿƛƭƭ ōŜ ŦƻƭƭƻǿŜŘΣ ŀƴŘ ǘƘƛǎ ŘƻŜǎ ƴƻǘ ƘŀǾŜ ǘƻ 
be the same as the country for jurisdiction 

V  Be sensitive to the range of different social norms and legal frameworks for users across the world 

 

Further Reading 
 
 

References 
 
1 Danvers Baillieu, Winston & Strawn, Feb 2010  

2 B Johnson ά¦{ DŀƳŜǎ /ƻƳǇŀƴȅ ǎǳŜǎ .ǊƛǘƛǎƘ ōƭƻƎƎŜǊέ http://www.guardian.co.uk/technology/2009/dec/11/evony-sues-british-blogger, 11 Dec 
2009 

3 ²ƛƪƛƳŜŘƛŀ άProtecting the public domain and sharing our cultural heritageέ http://blog.wikimedia.org/2009/07/16/protecting-the-public-
domain-and-sharing-our-cultural-heritage/  16 Jul 2009 

 

http://www.guardian.co.uk/technology/2009/dec/11/evony-sues-british-blogger
http://blog.wikimedia.org/2009/07/16/protecting-the-public-domain-and-sharing-our-cultural-heritage/
http://blog.wikimedia.org/2009/07/16/protecting-the-public-domain-and-sharing-our-cultural-heritage/
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Baroness Scotland [1]  

ò 
There are things we ca n do ð it's already happening. We are taking down names and 
addresses from the internet , and we are working with service providers. People may think 
they can get away with breaching court orders, but I would say to those people: I wouldn't 
want  to mess around if I were them.  

ó 

 
 

 

 Contempt of Court 

 
 
/ƻǳǊǘ ƻǊŘŜǊǎ ŀǊŜ ƻŦǘŜƴ Ǉǳǘ ƛƴ ǇƭŀŎŜ ǘƻ ŜƴǎǳǊŜ ƳŀǘŜǊƛŀƭ ƛǎƴΩǘ published which could jeopardise a fair trial and also to 
protect the identities of those involved in legal proceedings. 
 
Online conversations around legal proceedings can frequently, and often innocently, veer towards being in contempt. 
Recently though some community users are intentionally trying to use the ease of social media to publish and share 
ƛƴŦƻǊƳŀǘƛƻƴ ǘƻ ǇǳǊǇƻǎŜƭȅ ΨƴŀƳŜ ŀƴŘ ǎƘŀƳŜΩ ŀǎ witnessed in 2009 around the Baby P trial. 

 

Definition 
 
 

ά²ƘŜƴ ŀ ŎƻǳǊǘΩǎ ŀǳǘƘƻǊƛǘȅ ƛǎ ƴƻǘ ǳǇƘŜƭŘΣ ǎǳŎƘ ŀǎ ŘƛǎƻōŜȅƛƴƎ ŀ ŎƻǳǊǘ ƻǊŘŜǊΣ ǘƘŀǘ ŀŎǘƛƻƴ ƛǎ ƘŜƭŘ ŀǎ 
ŎƻƴǘŜƳǇǘ ƻŦ ŎƻǳǊǘΦέ 

 

The Law 
Contempt of court applies equally to content published by professional writers and the general public. A 
precedent has been set that ISPs are protected if unaware of content in contempt, this would likely extend 
to site owners and editors.  

Contempt of Court Act 
1981 [2] 

There are two forms of contempt of court: 

1. Statutory contempt of court criminalises the publication of material 
which creates a risk that the course of justice would be seriously impeded 
or prejudiced; 

2. Common law contempt targets any other action which is intended to 
interfere with justice or imminent court proceedings. 

Electronic Commerce (EC 
Directive) Regulations 
2002 [3] 

Lack of knowledge of the content that is breaching a court order would protect 
ISPs. 

http://www.allfacebook.com/2009/02/facebook-privacy/
http://conventions.coe.int/treaty/en/Treaties/Html/005.htm
http://conventions.coe.int/treaty/en/Treaties/Html/005.htm
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In The News 
  
  
  
 
 

 
      

Throughout the Baby P trial 
groups used social networking 
sites, like Facebook, to blatantly 
break court orders. 
 
This and other similar incidents 
have highlighted the struggle to 
enforce the Contempt of Court Act 

1981 in a new media world. [3]
 

In 2001 ISP Demon Internet successfully 
argued they could not be held in contempt 
for protected information posted on its web 
pages in relation to the James Bulger case. 
 

Previously Demon had been the first ISP sued 
for libel for being too slow to remove 
defamatory comments posted in a chat room 

after being contacted by the complainant. [4] 

http://www.guardian.co.uk/technology/2009/nov/13/wikipedia-sued-privacy-claim
http://www.guardian.co.uk/technology/2009/nov/13/wikipedia-sued-privacy-claim
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What You Need To Know 
 
÷ Contempt of Court is considered a serious offence, but lack of knowledge appears to be a robust 

defense 

÷ Publishers, and everyone else involved in publication, could in theory be held responsible for content 
published 

÷ Even linking to foreign sites which break UK laws could count as contempt 

÷ You must respond to a take-down order in a timely fashion 

Recommendations 

V Ensure your take-down procedures are fast and effective 

V Review your procedures regularly to stay in line with technological developments 

V Stay up to date with what orders are in place, particularly around high-profile or controversial cases 

 

Further Reading 
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Debbie Towersey [2 ] 

 

Danvers Baill ieu [1]  

ò 
As a responsible business, you should protect yourself by having clear internal policies 
and procedures for dealing with UGC. You wouldn't ask your staff to operate heavy 
machinery without the right safety equipment and training. The same should apply to use 
of int eractive internet technologies.  

ó 

 
 

 

ò 

It is important that employers develop or update existing IT policies to state that any 
comments p osted by an employee either in work or outside of work which is considered 
detrimental to the Company, its employees or clients and which are not consistent with 
their terms and conditions of employment could lead to dismissal and outline what is 
reasonabl e and expected of an employee and their use of such social media.  

ó 

 
 

 

 EMPLOYEE USE OF SOCIAL MEDIA 

 
 
Unfortunately the use of social media such as message boards, Facebook, as well as a raft of other social 
media tools has been received with some negativity by employers and a large proportion of companies are 
laying down strict policy on the use of such media, some going as far as banning personal use in the 
workplace.  

 

With many adopting social media programmes though, there is an increased risk of employees accidentally 
violating employment terms, like confidentiality, as they familiarise themselves with how best to use social 
technologies in the work context. 
 
With many sociŀƭ ƳŜŘƛŀ ƳŀǊƪŜǘƛƴƎ ƳƛǎǘŀƪŜǎ ŦŀƭƭƛƴƎ ǳƴŘŜǊ ά.ŀŘ tǊŀŎǘƛŎŜέ ǊŀǘƘŜǊ ǘƘŀƴ ŀ ŘŜŦƛƴŜŘ ōǊŜŀŎƘ ƻŦ 
regulations we may see more former employees bringing cases of Unfair Dismissal against employers who 
blame individuals rather than internal strategy for embarrassing ŎƻǊǇƻǊŀǘŜ ƛƴŎƛŘŜƴǘǎΦ aŀƴȅ ŎƻƳǇŀƴƛŜǎΩ ƭŀŎƪ 
of a workable and relevant social media policy could also increase disputes over what is and ƛǎƴΩǘ 
appropriate employee usage of social media.  
 
hŦ ǎǇŜŎƛŀƭ ƳŜƴǘƛƻƴ ƛǎ Ƴŀƴȅ ŜƳǇƭƻȅŜǊǎΩ ŦŀƛƭǳǊŜ ǘƻ ǾŜǘ ŜƳǇƭƻȅŜŜǎ ǿƘƻ Ƴƻderate, or even oversee, 
interactive online environments for young people since a recent law change at the end of 2009. [This is 
discussed in more detail in the section Child Protection].

http://www.allfacebook.com/2009/02/facebook-privacy/
http://www.allfacebook.com/2009/02/facebook-privacy/
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In The News 
  
  
  
 
 

 
      

Vodafone UK shocked everyone by 
sending out an offensive Tweet in 
February 2010. 
 
The company confirmed their 
account was not hacked and the 
tweet was sent by a staff member 

who was later suspended. [3]
 

In June 2009 the HabitatUK twitter feed 
ŦŜŀǘǳǊŜŘ ǇƻǇǳƭŀǊ άƘŀǎƘ ǘŀƎǎέ posted with 
unrelated promotional tweets to increase 
their likelihood of being seen alongside 
conversations like #Iranelection and #Apple 
 

Habitat publically apologized saying the tweets 
were not approved by the team and were the 

work of ŀƴ άƻǾŜǊ ŜƴǘƘǳǎƛŀǎǘƛŎέ ƛƴǘŜǊƴ. [4] 

http://www.guardian.co.uk/technology/2009/nov/13/wikipedia-sued-privacy-claim
http://www.guardian.co.uk/technology/2009/nov/13/wikipedia-sued-privacy-claim
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What You Need To Know 
 
÷ A company will normally be held responsible for content posted by an employee 

÷ Copyright in anything created by an employee during their work normally belongs to the employer 

÷ Moderators and other employees should not normally be able to access or view personal data given by 
users on your website 

÷ If you employ moderators to monitor children's interactive websites they have to be registered with 
the Independent Safeguarding Authority 

÷ Employees should not use their moderator identity outside of working hours 

Recommendations 

V Restricting all social media access is more likely to result in employees never learning how best to use 
social networks and technologies 

V Lƴ ƎŜƴŜǊŀƭΣ ǿƘƛƭŜ ƛǘ ƳƛƎƘǘ ōŜ ŀŘǾŀƴǘŀƎŜƻǳǎ ǘƻ ǘǊȅ ŀƴŘ ŎŀǇƛǘŀƭƛȊŜ ƻƴ ŀƴ ŜƳǇƭƻȅŜŜΩǎ ǇŜǊǎƻƴŀƭ ǎƻŎƛŀƭ ƳŜŘƛŀ 
profile, separate work and personal accounts may avoid problems further down the road 

V Employees using or overseeing any interactivity technologies should have basic legal training 

 

Further Reading 
 

Useful Links 
 
NMK: Rough Guide to social media and the law: 
http://www.nmk.co.uk/articles/1040 
 
Out-Law.com: 
Internet and email policies http://www.out -law.com/page-458  
Staff and their personal blogs http://www.out -law.com/page-7840  
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Nick OõNeill  [1]  

 

ò 
Every day I receive an email from somebody about how their a ccount was hacked , how a 
friend tagged them in the photo and they want a way to avoid it as well as a number of 
other complications related to their privacy on Facebook . 

 ó 

 
 

 

ONLINE PRIVACY 

 
 
Personal information is one of the most valuable currencies on the net, but the ease of transmission of this 
information can make it very easy for users and service providers to violate privacy rights. Regulators are 
struggling to catch up with the realities online. 
 
Data protection and how that data can be used in electronic communications is regulated in the form of the 
Data Protection Act and the Privacy and Electronic Communications Regulations 2003. But growing 
concerns around online privacy are predominantly related to the unauthorised publishing of information by 
malicious, or even un-aware, social media users.  
 

Definition 
 
 

άThe right of the individual to be protected against intrusion into his personal life or affairs, or 
thosŜ ƻŦ Ƙƛǎ ŦŀƳƛƭȅΣ ōȅ ŘƛǊŜŎǘ ǇƘȅǎƛŎŀƭ ƳŜŀƴǎ ƻǊ ōȅ ǇǳōƭƛŎŀǘƛƻƴ ƻŦ ƛƴŦƻǊƳŀǘƛƻƴΦέ 

 

Law and guidance 
Privacy does not have specific protection in UK law; but privacy is protected in a number of ways. 
 

European Convention on 
Human Rights  [2] 

The UK adheres to Article 8 of the ECHR, which protects privacy robustly. 
However, the Human Rights Act 1998 only binds public bodies, and not individuals, 
so there still is no general right to protection from invasion of privacy by other 
individuals in society. 

Privacy and Electronic 
Communications  
Regulations 2003  [3] 

The Directive on Privacy and Electronic Communications requires Member States 
to ensure confidentiality of the communications and related traffic data by 
prohibiting unlawful interception and surveillance. 

/ƻƳƳƻƴ [ŀǿ ΨǊƛƎƘǘ ǘƻ 
ŎƻƴŦƛŘŜƴŎŜΩ [4] 

This common law right has been established in the English courts in relation to 
obtaining or publishing unauthorisŜŘ ƛƴŦƻǊƳŀǘƛƻƴ όƻǊ ǇƘƻǘƻƎǊŀǇƘǎύ ǿƘŜǊŜ ŀ ΨŘǳǘȅ 
ƻŦ ŎƻƴŦƛŘŜƴŎŜΩ ŜȄƛǎǘǎΦ 

Ψ5ǳǘȅ ƻŦ /ƻƴŦƛŘŜƴŎŜΩ [5] 

Aside from the obvious applications in Law, Health Services, and contractually, 
privacy can be protected by fair and reasonable expectation that information was 
obtained confidentially. This confidence would be breached via unauthorised use 
of that information, to the detriment, of the owner or subject of that information.  

 

http://www.allfacebook.com/2009/02/facebook-privacy/
http://conventions.coe.int/treaty/en/Treaties/Html/005.htm
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L0058:EN:NOT
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L0058:EN:NOT
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L0058:EN:NOT
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In The News 
  
  
  
 
 

 
      

Two Germans convicted of murder in 
1990 attempted to sue Wikipedia for 
invading privacy by publishing their 
names.  
 

The law in Germany upheld their complaint 
but the US has much stronger supports for 
Freedom of Speech, rendering German 

privacy laws effectively meaningless. [6] 

Facebook are continually pushing the 
boundaries regarding user's privacy.  
 

They are currently defending several claims in 

the US on privacy violations. [7] 
 

http://www.guardian.co.uk/technology/2009/nov/13/wikipedia-sued-privacy-claim
http://www.guardian.co.uk/technology/2010/jan/11/facebook-privacy
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What You Need To Know 
 
÷ Specific laws to protect privacy are rare in the UK and elsewhere. New laws such as the European 

Convention on Human Rights are changing this, but this piecemeal progress means UGC providers are 
at risk of becoming a test case in the UK or abroad (see Jurisdiction) 

÷ Publishing information such as real names, addresses, relationships and private messages are risk areas 

÷ There are moves to shift power and protections back to the users, including an idea to develop a 
standard Privacy Commons equivalent to the Creative Commons system already in use 

÷ Privacy violations are treated seriously by the courts, if found guilty, penalties can be heavy 

÷ The Privacy Paradox is where people say they are concerned about privacy but then give information to 
sites like Facebook. This does not however, remove responsibilities from the service provider 

÷ However, under the EU Directive on Electronic Commerce, companies that cache or host user 
information, and companies that serve as a "mere conduit," have broad immunity from prosecution 
over user-generated material 

Recommendations 

V Provide clear guidance and 'rules of play' to discourage privacy violations by users 

V Ensure staff are aware of the issues  

V Remove contentious content as soon as you can  

V Keep an eye on the news for changes in the law  

 

Further Reading 
 
Your Privacy 
A UK site offering its readers advice about their legal rights  
http://www.yourprivacy.co.uk/HumanRightsYourRightsToPrivacy.html  
 
Liberty ς Your Rights 
Liberty is an independent human rights organisation which works to defend and extend rights and freedoms in 
England and Wales. This site is their online guide to human rights law in England and Wales 
http://www.yourrights.org.uk 
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Danvers Baillieu  [1]  

ò 
Although heavily regulated, there has not been much in the way of practical guidance for 
those companies who are collecting data online. However, the Information Commissioner 
is currently consulting on a new code of practice in this area - the first related to the 
internet in ten years, since the issue of cookies was examined!"  

ó 

 
 

 

 DATA PROTECTION 
 

 
While privacy laws are patchy and unclear, the Data Protection Act 1998 (DPA) is robust, and reinforced by 
EU directives and human rights legislation. Criminal as well as civil charges can be made if you break Data 
Protection Laws.   
 
The Privacy and Electronic Communications Regulations set out rules for people who wish to send you 
electronic direct marketing, for example, email and text messages. The Information Commissioner's Office 
provides information on UK Privacy Guidelines and Regulation. 
 

Definition 
 
 

άPersonal data is any recorded information about a living individual that can be identified from 
that data and other informationΦέ 

 
 

Law and guidance 
 
Both the UK and European Union have clear regulation in the area of collection and use of personal data. 
 

Data Protection Act 1998 
[2] 

Relevant laws are many but the principle one is the Data Protection Act 1998.  It 
contains eight Principles which Data Controllers (anyone storing personal data) 
must adhere to. 

Privacy and Electronic 
Communications  (EC 
Directive) Regulations 
2003  [3] 

The Directive provides guidance on the sending of unsolicited direct marketing. 

 

http://www.allfacebook.com/2009/02/facebook-privacy/
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L0058:EN:NOT
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L0058:EN:NOT
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In The News 
 

 
  
 
 

 

In 2007 Judges in Cologne, Germany, 
rejected a suit filed by a secondary-school 
teacher who felt her data protection rights 
were being violated by an online reviews 
site. 
 

It was rejected on the grounds that grading 
teachers on the Internet is covered under 

the basic right to free expression. [4] 

¢ƘŜ ǘƻǇƛŎ ŦƻǊ нлмлΩǎ {ŀŦŜǊ LƴǘŜǊƴŜǘ 5ŀȅ 
ǿŀǎ Ψ¢Ƙƛƴƪ . п ¦ ǇƻǎǘΩΦ 
 

The event encouraged greater awareness 
and responsibility for the publishing of 

your own data online. [5] 

http://www.guardian.co.uk/technology/2009/nov/13/wikipedia-sued-privacy-claim
http://www.guardian.co.uk/technology/2010/jan/11/facebook-privacy

